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1. Introduction 
 
It is NHS policy and a legal requirement that when patient data is used for purposes 
other than involving direct care, the patient should not be identified unless there is a 
legal basis to do so, i.e. explicit patient consent. 
 
The NHS Confidentiality Code of Practice states the need to effectively anonymise 
patient data prior to the non-direct care usage being made of the data.  
 
Data itself cannot be labelled as primary or secondary use data; it is the purpose of 
the disclosure and the usage of the data that is either primary or secondary. This 
means that it is legitimate to hold data in identifiable form, but it becomes essential to 
ensure that only authorised users are able to have identifiable data disclosed to 
them.  
 

2. Purpose  
 
This policy provides the framework for how the organisation will use patient 
identifiable data for purposes other than the direct care of the patient.  
 
All NHS Kernow staff must:  
 

 Ensure appropriate changes are made to processes, systems and security 
mechanisms in order to facilitate the use of de-identified data in place of 
patient identifiable data 

 Use the latest data security and protection toolkit (DSPT) to assist in the 
implementation and assessment of compliance with policy, procedural and 
legal requirements 

 Ensure that relevant staff are aware of the requirements and are trained to 
use anonymised or pseudonymised data unless otherwise required by the 
demands of their role as specified in this policy  

 

3. Definitions  
 
Pseudonymisation/Pseudonymised data  
Also known as de-identification, is the process involved to enable NHS organisations 
to undertake secondary usage of patient data in a legal, safe and secure manner.  
 
Pseudonymisation involves the removing of identifiers from patient data so that a 
patient/service user may not be identified.  
 
However, where multiple sets of data is used, links should be enabled so that it is 
possible to analyse data sets and trends over time. Individual service user activity 
should be able to be identified but not the service user themselves.  
 
Anonymised Data  
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This is information which does not identify an individual directly and which cannot 
reasonable be used to determine identity. 
 
Anonymisation does not allow information about the same individual to be linked in 
the same way that pseudonymisation does and is more likely to be used for “one-off 
queries” of data.  
 
Primary Use  
Primary use of patient data covers two types; those that directly contribute to the 
diagnosis, care and treatment of an individual and those used in the audit/assurance 
of the quality of healthcare provider.  
 
Secondary Use Purposes  
Where patient identifiable data (PID) is used for work not directly related to the care 
of the patient/service user.  
 
Examples of secondary uses are commissioning, payment by results (PbR), 
performance management, capacity planning, service redesign and benchmarking.  
 
Personal Confidential Data (PCD)  
PCD essentially refers to any data or combination of data that can be used to identify 
an individual.    
 
These include but are not limited to the following:  
 

 Name – including last name and any forename or aliases  

 Address – including any current or past address of residence  

 Date of Birth  

 Postcode – including any current or past postcode of residence  

 NHS number  

 Ethnic category  

 Local patient identifier  

 Patient pathway identifier  

 SUS spell ID  

 Unique booking reference number  

 Social service client number  

 Date of death  
 
Confidential patient identifiable data  
One or more of the data items specified in the list above that can be viewed 
unmodified allowing:  
 

 Patients to be identified and differentiated within any subset of data  

 Patient records to be linked across systems 
 
Non-confidential patient data  
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Pseudonymised: one or more of the data items specified in the list above that can be 
viewed unmodified allowing: 
 

 Patients to be identified only via secure, Caldicott approved and managed 
access to related confidential patient identifiable data 

 Patients to be differentiated within any subset of data  

 Patients to be linked across systems 
 
Non-confidential patient data 
Part-anonymised: one or more of the data items specified in definition of “PCD” 
above that can be viewed/modified:  
 

 Allowing patients to be differentiated within any subset of data but not 
identified via other data sources and not allowing  

 Patients to be linked across systems or subsets of data 
 
Non-confidential patient data  
Fully anonymised: none of the data items specified in the definition of “PCD” can be 
viewed allowing:  
 

 Differentiation by activity codes only – no patient differentiation or 
identification or linkage across systems or subsets of data.  

 

4. Responsibilities  
 
Chief Operating Officer  
The Chief Officer has overall responsibility for the Data Protection Act (DPA) 2018. 
The development, implementation of and compliance with this policy is delegated to 
the Chief Operating Officer who is also the SIRO.  
 
Senior Information Risk Owner (SIRO) 
The SIRO is responsible for the management of information risk, with a particular 
focus on information asset management. The SIRO is the executive lead for 
pseudonymisation.  
 
Caldicott Guardian  
The Caldicott Guardian will oversee all disclosures or change processes that involve 
the collection of individual personal information. The Caldicott Guardian must review 
and authorise staff access to PCD for secondary use purposes.  
 
Deputy Director of Corporate Governance 
The Deputy Director of Corporate Governance is the named Data Protection Officer 
for NHS Kernow in accordance with the Data Protection Act 2018 and chairs the 
Information Governance Sub-Committee. 
 
Head of Information Governance  
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The role of Head of Information Governance includes:  

 Overseeing the policies and procedures required to ensure compliance with 
the Data Protection Act 2018 and subsequent regulations 

 Overseeing the NHS Kernow Data Security and Protection Toolkit (DPST) 
submission and ensuring all mandatory requirements are achieved. 
 

Managers  
Managers must:  

 Identify staff that have a justified purpose to access PCD for secondary use 
purposes 

 Ensure staff undertake annual mandatory online information governance/data 
security and awareness training 

 Regularly review the appropriateness of staff access to PCD 

 Organise the removal of staff access rights to PCD, where there is no longer a 
need for staff to access PCD for secondary use purposes 

 Inform the Head of Information Governance of new staff that require access to 
PCD for secondary use purposes 

 
Staff  
Staff with access to PCD for secondary uses purposes must:  
 

 Keep PCD confidential  

 Only use/transfer PCD when authorised to do so 

 Transfer PCD in a secure manner as per the safe haven guidelines  

 When transferring PCD via email to another NHS organisation, NHS mail 
should be used by both sender and recipients 

 When transferring PCD via email it should not be included in the main body of 
the email but attached as a secure document and marked as confidential 

 All other transfers of PCD should be via approved secure methods and/or 
secure networks 

 Anonymise PCD where possible and, in all cases, use the minimum amount 
of PCD necessary used (see Caldicott Principles for further details)  
 

5. General Principles  
 
Personal Confidential Data (PCD) should generally only be used where:  
 

 There is a direct care-related need to use such data. Patient level data should 
not contain identifiers when they are used for purposes other than the direct 
care of patients.  

 Patient consent has been received (or there is another lawful basis for doing 
so under the Data Protection Act 2018) 

 
When using PCD for Secondary Uses purposes, data must be anonymised or de-
identified as much as practically possible.  
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Data itself cannot be labelled as primary or secondary use data; it is the purpose of 
the disclosure and the usage of the data that is either primary or secondary. This 
means that is legitimate to hold data in identifiable form, but it becomes essential to 
ensure that only authorised users are able to have identifiable data disclosed to 
them. 
 
Safe haven procedures must be used at all times when handling and sharing PCD, 
regardless of whether the data is being used for healthcare purposes or secondary 
uses purposes.  
 
Staff who have access to PCD for secondary purposes should be identified.  
Access to PCD for secondary purposes should be appropriately authorised by the 
Head of Information Governance, the Data Protection Officer or the Caldicott 
Guardian.  
 
A register of staff with access to PCD for secondary uses purposes should be 
created and maintained.  
 
Even when it is legally permissible to use person identifiable information, its use 
should be minimised, for example by only sending a relevant subset of the 
information, or by the use of one or more of the techniques described in the 
guidance. This is in line with the Caldicott principles.  
 
Pseudonymisation  
Pseudonymisation is the process of distinguishing identities. The aim of such a 
process (vs anonymisation) is to be able to collect additional data relating to the 
same individual without having to know the identity.  
 
Pseudonymisation can be likened to anonymised information in that in the 
possession of the holder it cannot reasonably be used by the holder to identify an 
individual. However, it differs in that the original provider of the information may 
retain a mean of identifying individuals.  
 
This will often be achieved by attaching codes or other unique references to 
information so that the data will only be identifiable to those who have access to the 
key or index. Pseudonymisation allows information about the same individual to be 
linked in a way that true anonymisation does not.  
 
Key-coded data is an example of pseudonymisation. This applies to all electronic 
patient identifiable data, from large databases with thousands of records down to 
documents or files holding a single item of data, except those used for direct care 
and those information flows covered by section 251 regulations for Public Health.  
 
To effectively pseudonymise data the following actions must be taken:  
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 An algorithm must be applied to the agreed data field within the patient record, 
i.e. the NHS number to generate a pseudonymised identification number to be 
used on reports from secondary uses purposes  

 Each field of PCD must have a unique pseudonym  

 Pseudonyms to be used in place of NHS numbers and other fields that are to 
be used by staff must be of the same length and formatted on output to 
ensure readability 

 
For example in order to replace NHS numbers in existing report formats, then the 
output pseudonym should generally be of the same field length but not of the same 
character, for example, “5L7 TWX 619Z” which incorporates letters within the 
pseudonym for an NHS number to avoid confusion with original numbers.  
 
Pseudonyms for external use must be independently generated to give different 
pseudonym from the one used internally in order that internal pseudonyms are not 
compromised.  
The secondary use output must only display the pseudonymised data items that are 
required.  
 

6. Pseudonymisation Controls  
 
Current pseudonymisation controls on data flowing to NHS Kernow are NHS Digital 
approved tools and are applied at source by the DSCRO – see section 7 below.  
 

7. Data Services for Commissioners Regional Office 
(DSCRO)  
 
The DSCRO is a service which processes data to support local commissioning whilst 
protecting patient confidentiality in line with the Health and Social Care Act.  
 
The DSCRO follows strict processes to protect the confidentiality of data. Controls 
are in place regarding the release of data from this service. In particular, personal 
confidential data (PCD) will only be passed on to other health organisations if there 
is a lawful basis for that to happen.  
 
Data flows out of the DSCRO will be one of the following:  
 

 Aggregate data 

 Pseudonymised data, supported by an appropriate data sharing and/or 
processing agreement  

 Data for direct patient care  

 Identifiable data supported by a relevant s251 agreement  

 Where patient consent has been obtained  
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8. Section 251 approval  
 
The section 251 application process is very rigorous and is managed by the 
Confidentiality Advisory Group (CAG). Applicants must demonstrate that the aim of 
processing is in the public interest, that anonymised information could not be used to 
achieve the required results and that it would be impractical – both in terms of 
feasibility and appropriateness – to seek specific consent from each individual 
affected. For research the approval of a Research Ethic Committee is also needed. 
The test is one of necessity, not convenience.  
 
The powers under the section 251 regulations only provide relief from the common 
law duty of confidentiality. Any activity taking place with the support section 251 must 
still comply in full with the Data Protection Act.  
 

9. Safe Havens  
 
Safe haven procedures should be in place in any location where large amounts of 
personal information is being received held or communicated especially where the 
information is of a sensitive nature. There should be at least one area designated at 
Safe Haven at each Clinical Commissioning Group (CCG).  
 

10. Accredited Safe Havens  
 
Accredited Safe Havens (ASHs) are commissioning bodies, or a designated part of 
an organisation which is contractually and legally bound to process data in ways that 
prevent the identity of individuals to whom the data relates from being identified.  
 
To maintain ASH status each ASH must provide evidence of the successful 
completion of the mandatory requirements within the new Data Security and 
Protection Toolkit. 
 
An ASH may process data that is only weakly pseudonymised.  This mean the data 
has the potential to identify an individual if handled outside the controls of the ASH 
environment (e.g. NHS number).  
 
Weakly pseudonymised data may contain the NHS number or the postcode, which 
on its own will not directly identify the individual, but outside of the controls of the 
ASH would make the data identifiable.  
 

11. CefF 
 
A Controlled Environments for Finance (CEfF) is either part of a Commissioning 
Support Unit (CSU) or part of a CCG. It is a nominated secure environment that can 
receive the minimum necessary PCD to validate invoices.  
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Staff within the CEfF can access and view PCD to determine the relevant 
commissioner as part of invoice validation. They can also provide de-identified data 
sets for further analysis. CEfF are an innovation to assist in the resolution of invoice 
validation issues and are expected to be a short term solution. 
 

12. Training Requirements  
 
All staff are required to undertake mandatory online information governance or data 
security and awareness training via NHS Kernow on-line provision.  More specialist 
training and support is also available from the Information Governance team. 
 

13. Monitoring  
 
Staff are required to report all incidents involving the loss, inappropriate destruction 
or unauthorised disclosure of information in line with the NHS Kernow incident 
reporting policies and procedures. All suspected instances, should they be 
generated by NHS Kernow staff or externally from other organisations, will be 
investigated and recorded within the Caldicott Guardian Breach Log and reported to 
the Information Governance Sub-Committee. 
 
The investigation of a breach may result in the commencement of formal disciplinary 
procedures. It should also be noted that unlawful disclosure of personal data can 
lead to civil proceedings against both NHS Kernow and the individual concerned. 
 

14. Review of this Policy 
 
This policy will be reviewed annually by the Head of Information and updated at least 
every three years. 
 
 

 
  



 
 

Pseudonymisation Policy | Page 12 of 22 

 
 

Appendix 1: Legal and Regulatory Framework 
 

Information Governance currently encompasses the following local, national and 
legal regulations: 
 

 Data Protection Act 2018 

 General Data Protection Regulations 

 Freedom of Information Act 2000 

 Human Rights Act 1998 

 Access to Health Records Act 1990 

 Computer Misuse Act 1990 

 Confidentiality: NHS Code of Practice 

 BS ISO/IEC 27000 series of Information Security Standards 

 Caldicott Guardian Manual and Reviews 2006 and 2013 

 Common Law Duty of Confidentiality  

 Records Management: NHS Code of Practice 

 Health and Social Care (Safety and Quality) Act 2015 

 Access to Medical Records Act 1988 

 Copyright, Designs and Patents Act 1988 

 Copyright (Computer Programs) Regulations 1992 

 Crime and Disorder Act 1998 

 Electronic Communications Act 2000 

 Environmental Information Regulations 2004 

 Health and Social Care Act 2012 & Health and Social Care (Safety and 
Quality) Act 2015 

 Information Security Management: NHS Code of Practice 

 Regulation of Investigatory Powers Act 2000 (and Lawful Business Practice 
Regulations 2000) 

 Public Interest Disclosure Act 1998 

 NHS Trusts and Primary Care Trusts (Sexually Transmitted Diseases) 
Directions 2000 

 Abortion Regulations 1991 

 Mental Capacity Act 2005 

 NHS Care Records Guarantee 

 NHS Constitution 

 Public Records Act 1958 

 Regulations under the Health and Safety at Work Act 1974 

 Re-Use of Public Sector Information Regulations 2005 

 Data Security and Protection Toolkit 
 
The above list is not exhaustive.  
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Appendix 2: NHS Kernow Related Policy Documents 
 

This Policy should be read in conjunction with the following policies and documents: 

 Information Governance Strategy 

 Data Protection Policy 

 Records Management Code of Practice 

 Cornwall Partnership Foundation Trust - Subject Access Request Policy 

 Pseudonymisation Policy 

 IT Security Policy and all linked policies 

 Integrated Identity Management Policy 

 Email Policy 

 Disciplinary Policy and procedures 

 Acceptable Use Policy 

 Safe Haven Policy 

 Data Quality Policy 

 Business Continuity Plans 

 Risk Management Strategy and Policy 

 Incident Management Policy  

 Freedom of Information Policy 

 NHS Kernow’s Privacy Notice 

 Home Working Policy 

 Information Sharing Protocols and Agreements 

 Serious Incident Policy 

 Confidentiality Code of Conduct for Employees 

 NHS Kernow’s Information Governance Handbook  
 
This list is not exhaustive. 
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Appendix 3: Equality Impact Assessment 
 

Name of policy to be 
assessed 

Policies relating to Data Protection and Information Governance. Including: Confidentiality Code of 
Conduct, Pseudonymisation Policy, Data Protection Policy, Data Quality Policy, Safe Haven Policy, 
Information Governance Policy, Information Governance Strategy, Records Management Policy.   

Section Information Governance Date of Assessment 12/02/2019 

Officer responsible for 
the assessment 

Data Protection Officer Is this a new or existing 
policy? 

Existing 

1. Describe the aims, objectives and purpose of the policy. 
 

The policies identified above outline how NHS Kernow will meet its legal obligations and NHS requirements and will provide 
documented evidence of continued commitment to the securing of both corporate and person identifiable information and 
processes that comply with confidentiality, General Data Protection Regulations (GDPR) and the Data Protection Act 2018 (DPA 
2018).  The policies provide guidance to staff to ensure the consideration of legal responsibilities and the privacy of all individuals 
when processing data. The requirements within the Policies are primarily based upon the DPA 2018 which is the key piece of 
legislation covering security and confidentiality of personal information.   

2. Are there any associated objectives of the policy?  Please explain. 
 

Associated objectives are NHS Kernow compliance with the Data Security Protection Toolkit, the attainment of the commitments in 
the NHS Constitution, Data Protection Act, General Data Protection Regulations, Human Rights Act, Care Records Guarantee and 
information security standards. 
 

3. Who is intended to benefit from this policy, and in what way? 
 

NHS Kernow staff will benefit from the implementation of robust information security controls to protect them and the information 
processed as part of the services provided.  Patients will benefit from the provision and availability of high quality information and 
data which meets the Data Protection Act, Freedom of Information Act, Human Rights Act and Records Management: NHS Code of 
Practice. 
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4. What outcomes are wanted from this policy? 
 

That the information processed by NHS Kernow and its staff, in all formats, is of a high quality and is protected to the highest 
possible standards and available quickly, processed in line with legislation and all confidentiality requirements, Government 
standards and NHS Digital requirements.  

5. What factors/ forces could contribute/ detract from the outcomes? 
 

Staff awareness of the content of the policies and staff completing Information Governance training will contribute to information 
governance practices 

6. Who are the main stakeholders in relation to the policy? 
 

The main stakeholders are NHS Kernow Governing Body and its constitutional committees in order to meet its responsibilities. In 
addition, the Data Protection Officer, the Head of Information Governance, all staff as well as the Information Governance Sub 
Committee have key operating functions and responsibilities for implementing information governance throughout NHS Kernow.  
These policies are also important for Individuals in the community. 

7. Who implements the policy, and who is responsible for the policy? 

The Data protection Officer, Head of Information Governance and the Information Governance Sub Committee providing assurance 
and escalation to the Workforce Committee. 

8. What is the impact on people from Black and Minority Ethnic Groups (BME) (positive or negative)? 
 

Consider relevance to eliminating unlawful discrimination, promoting equality of opportunity and promoting good race relations 
between people of different racial groups. Issues to consider include people's race, colour and nationality, Gypsy, Roma, Traveller 
communities, employment issues relating to refugees, asylum seekers, ethnic minorities, language barriers, providing translation 
and interpreting services, cultural issues and customs, access to services. 

The policies reflect the current national guidance and best practice and is designed to protect the rights of all, irrespective of racial 
groups.  The standards of Information Governance, documents referenced in the policies and training will take account of the need 
to provide data in required formats or languages to ensure accessibility to all to ensure correct use and handling.  The new data 
protection framework protects personal data ‘revealing racial or ethnic origin’ as a ‘special category of data’ and processing of it as 
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‘sensitive processing’. 

How will any negative impact be mitigated?  
 

A requirement of the information governance programme specifically relates to the provision of information in differing formats and 
evidence is collated to support this. 

9. What is the differential impact for male or female people (positive or negative)? 
 

Consider what issues there are for men and women e.g. responsibilities for dependants, issues for carers, access to training and 
employment issues, attitudes towards accessing healthcare. 

The policies reflect the current national guidance and best practice and is designed to protect the rights of all, irrespective of sex. 

How will any negative impact be mitigated?  
 

There are no sections within the policies that distinguish between sexes. 

10. What is the differential impact on disabled people (positive or negative)? 

Consider what issues there are around each of the disabilities e.g. access to building and services, how we provide services and 
the way we do this, producing information in alternative formats and employment issues.  Consider the requirements of the NHS 
Accessible Information Standard.  Consider attitudinal, physical and social barriers.  This can include physical disability, learning 
disability, people with long term conditions, communication needs arising from a disability. 

The policies outline the importance of confidentiality and there should therefore be a positive impact on individuals with a disability 
as this information should not be shared without the express permission of the individual.  The new data protection framework 
protects personal data ‘concerning health’ as a ‘special category of data’ and processing of it as ‘sensitive processing’. Additional 
safeguards are provided throughout the new data protection policies.  This may have an impact on those not capable of, or with 
varying capacity to, give consent, which is ‘freely given, specific, informed and unambiguous’, such as people with a learning 
disability. 

How will any negative impact be mitigated?  
 

Adjustments will be made for any member of staff with a disability requiring assistance to enable them to understand how to 
implement Data Protection to the necessary standards. The standards of Information Governance, documents referenced in the 
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policies and training will take account of the need to provide data in any required format or language to ensure accessibility to all to 
ensure correct use and handling of corporate and personal information. 

11. What is the differential impact on sexual orientation? 
 

Consider what issues there are for the employment process and training and differential health outcomes amongst lesbian and gay 
people. Also consider provision of services for e.g. older and younger people from lesbian, gay, bi-sexual.  Consider heterosexual 
people as well as lesbian, gay and bisexual people. 

The policies support the protection of personal data, and whilst there may be a requirement to collect personal sensitive data, this 
should not then be shared inappropriately therefore the sexual orientation of the individual should be protected. The new data 
protection framework protects personal data ‘concerning sex life and sexual orientation’ as a ‘special category of data’ and 
processing of it as ‘sensitive processing’. The existing condition for processing personal data ‘for the purpose of identifying or 
keeping under review the existence or absence of equality of opportunity’ is newly expanded to include personal data concerning 
an individual’s sexual orientation. 

How will any negative impact be mitigated?   
 

There are no sections within the policies that will negatively impact an individual due to their sexual orientation. 

12. What is the differential impact on people of different ages (positive or negative)? 
 

Consider what issues there are for the employment process and training. Some of our services impact on our community in relation 
to age e.g. how do we engage with older and younger people about access to our services?  Consider safeguarding, consent and 
child welfare. 

The policies support the protection of personal data, and whilst there may be a requirement to collect personal sensitive data, this 
should not then be shared inappropriately therefore the age of the individual should be protected.  

How will any negative impact be mitigated?   
 

The policies, their content and implementation will not negatively impact those of differing ages. 

13. What differential impact will there be due religion or belief (positive or negative)? 
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Consider what issues there are for the employment process and training. Also consider the likely impact around the way services 
are provided e.g. dietary issues, religious holidays, days associated with religious observance, cultural issues and customs, places 
to worship.   

The policies support the protection of personal data, and whilst there may be a requirement to collect personal sensitive data, this 
should not then be shared inappropriately therefore the impact on those with a religious affiliation or belief should be positive. The 
new data protection framework protects personal data regarding ‘religious or philosophical beliefs’ as a ‘special category of data’ 
and processing of it as ‘sensitive processing’. 

How will any negative impact be mitigated?   
 

The policies, their content and implementation will not negatively impact those with a religious affiliation or belief. 
 

14. What is the impact on marriage of civil partnership (positive or negative)?  NB: this is particularly relevant for 
employment policies  

This characteristic is relevant in law only to employment, however, NHS Kernow will strive to consider this characteristic in all 
aspects of its work. Consider what issues there may be for someone who is married or in a civil partnership. Are they likely to be 
different to those faced by a single person? What, if any are the likely implications for employment and does it differ according to 
marital status?   

The policies support the protection of personal data, and whilst there may be a requirement to collect personal sensitive data, this 
should not then be shared inappropriately therefore the impact on marriage or civil partnership status of the individual should be 
positive. 

How will any negative be mitigated? 
 

The policies do not negatively impact those who are married or in a civil partnerships. 

15. What is the differential impact who have gone through or are going through gender reassignment, or who identify as 
transgender? 

Consider what issues there are for people who have been through or a going through transition from one sex to another. How is 
this going to affect their access to services and their treatment when receiving NHS care? What are the likely implications for 
employment of a transgender person?  This can include issues such as privacy of data and harassment. 
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The policies outline the legal basis for collecting sensitive information, limits how and when it may be shared and when it should be 
destroyed. They also outline the expectations of staff to maintain confidentiality. 

How will any negative impact be mitigated?   
 

No negative impact has been identified for those who gone through or are going through gender reassignment, or who identify as 
transgender. 

16. What is the differential impact on people who are pregnant or breast feeding mothers, or those on maternity leave? 

This characteristic applies to pregnant and breast feeding mothers with babies of up to six months, in employment and when 
accessing services. When developing a policy or services consider how a nursing mother will be able to nurse her baby in a 
particular facility and what staff may need to do to enable the baby to be nursed.  Consider working arrangements, part-time 
working, infant caring responsibilities. 

The Data Protection Policy includes the requirement for training of all staff to Information Governance standards.  Information 
Governance training and all documentation will remain available to staff on maternity leave or on return from maternity leave.  
Knowledge and skills following maternity leave will be updated using the mandatory training requirements. Staff are required to 
maintain the code of confidentiality and therefore under these policies are expected not to share information relating to pregnancy 
or maternity leave without the consent of the individual.  The new data protection framework protects personal data ‘concerning 
health’ as a ‘special category of data’ and processing of it as ‘sensitive processing’. Additional safeguards are provided throughout 
the new data protection framework. 

How will any negative impact be mitigated?  
 

There is nothing in the policies which would negatively impact those who are pregnant or on maternity leave. 

17. Other identified groups:  
 

Consider carers, veterans, different socio-economic groups, people living in poverty, area inequality, income, resident status 
(migrants), people who are homeless, long-term unemployed, people who are geographically isolated, people who misuse drugs, 
those who are in stigmatised occupations, people with limited family or social networks, and other groups experiencing 
disadvantage and barriers to access. 

No negative impact has been identified for these groups. However there may be a positive impact in that the policies set out how 
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personal information should be handled and how long it should be retained. The policies also set out the requirements for staff to 
maintain a code of confidentiality. We also acknowledge and will work with individuals who, in order to exercise their rights, may 
need to speak rather than write to the CCG formally.  

How will any negative impact be mitigated?  

No negative impact has been identified. 

18. How have the Core Human Rights Values been considered in the formulation of this policy/strategy? If they haven’t 
please reconsider the document and amend to incorporate these values. 

 Fairness; 

 Respect; 

 Equality; 

 Dignity; 

 Autonomy 

The requirements and principles of the Data Protection Act, which is linked to the Human Rights Act, have been taken into account 
when writing these policies, including the individual rights of data subjects.  Fairness in informing individuals of the uses to be made 
of their data in a fair processing notice have been produced, respect for privacy, dignity and choice have been written into all 
Information Governance Policies.   

19. Which of the Human Rights Articles does this document impact? 
 

The right: Yes / No: 

 To life No 

 Not to be tortured or treated in an inhuman or degrading way No 

 To liberty and security No 

 To a fair trial No 

 To respect for home and family life, and correspondence Yes 

 To freedom of thought, conscience and religion No 

 To freedom of expression No 

 To freedom of assembly and association No 
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 To marry and found a family No 

 Not to be discriminated against in relation to the enjoyment of any of the rights 
contained in the European Convention 

Yes 

 To peaceful enjoyment of possessions No 

a) What existing evidence (either presumed or otherwise) do you have for this? 
 

All documentation produced as part of the Information Governance programme of work has taken account of the Human Rights Act 
and this has been referenced where necessary. 

20. How will you ensure that those responsible for implementing the Policy are aware of the Human Rights implications 
and equipped to deal with them? 

The Act has been referenced within the policies and procedures produced and any monitoring of compliance will include the 
awareness of patients and staff having a right to privacy, dignity, respect and choice.   

21. Describe how the policy contributes towards eliminating discrimination, harassment and victimisation. 
 

By setting out how personal information will be handled and stored and the expectations of staff in these matters information should 
not be held for the purposes of discrimination, harassment and victimisation. The policies also allow for individuals to rectify 
information where it is believed to be held incorrectly. 

22. Describe how the policy contributes towards advancing equality of opportunity. 
 

The policies describe how and when information should be collected, stored and for how long. This should mean that the 
organisation does not hold inappropriate information about people without a considered business reason. The code of confidentially 
sets out how staff should treat information in their care. 

23. Describe how the policy contributes towards promoting good relations between people with protected characteristics. 

The policies set out how information both personal and corporate will be managed by the organisation. If the policies are followed 
then those individuals with protected characteristics should be positively impacted as sensitive data can only be collected within a 
lawful basis and then must be kept confidential. 

24. If the differential impacts identified are positive, explain how this policy is legitimate positive action and will improve 
outcomes, services or the working environment for that group of people. 
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The policies can be provided in multiple formats if necessary. 

25. Explain what amendments have been made to the policy or mitigating actions have been taken, and when they were 
made.  

Not applicable 

26. If the negative impacts identified have been unable to be mitigated through amendment to the policy or mitigating 
actions, explain what your next steps are. 

Not applicable. 
 
 


