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1. INTRODUCTION 

  
This guidance has been designed to ensure that managers understand the importance of 
personal files and their security. Under the Data Protection Act 1998 and Information 
Governance, it is imperative that any attributable data is kept secure and confidential and is only 
accessible to authorised persons. 

  
2. AIMS 

 
This document aims to give guidance to managers on how to manage the personal files for their 
staff, which and for how long, information should be retained. The importance of ensuring that 
personal files are kept secure and up to date can not be over-emphasised as they could be 
called on in a legal situation.  

 
3. OBJECTIVES 

 
To ensure that managers are aware of their responsibility to ensure that personal files are 
maintained and held securely and appropriately in order to comply with Data Protection 
legislation. 

 
To inform managers of the statutory and recommended periods of retention for information and 
personal files. 
 
A copy of this guidance should be kept alongside personal files for reference purposes. 

 
4. DEFINITIONS 
 

Personal File: This is a manual, and paper-based, file which holds personal 
information about a member of staff. A file for each member of staff is 
created on their commencement with Kernow Clinical Commissioning 
Group (KCCG) and issued to the line manager prior to their start date. 
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Attributable:  Where an individual is personally recognisable from information held 
Statutory:   This is a requirement under legislation 

 
5. THE IMPORTANCE OF PERSONAL FILES  
 

The KCCG is required by law to hold accurate information about members of staff in order to 
effectively recruit, train and develop team members to their full potential. 

 
By holding accurate information this will assist Managers to: 

 
- Make decisions based on recorded fact. 
- Know what resources are available to meet service requirements 
- More accurately assess levels of performance and productivity 
- Know what is happening with absence levels, retention of staff, sickness, accidents at work, 

lateness, discipline etc, to be able to take appropriate and timely action 
 

Accurate information helps to ensure that all members of staff receive their correct pay, annual 
leave, pension and other entitlements and benefits.   

 
6. INFORMATION WHICH IS REQUIRED TO BE HELD IN PERS ONAL FILES 
 
6.1 Information which is required to be retained by  managers 

The KCCG requires managers to keep information about individual members of staff in relation 
to: 

 
- Personal details  – name, address, emergency contact, date of birth, gender, education and 

qualifications, tax code, national insurance number, details of any known work-relevant 
disability, work experience. (The majority of the information can be gained from the 
appointment form at the recruitment and selection stages). 

- Employment History  with the organisation (from contract amendment forms) – date 
employment began, promotions, present job, job title. 

- Details of terms and conditions  – pay, hours of work, annual leave entitlement, any other 
benefits, e.g. pension, etc.  A copy of the original contract of employment, and any 
subsequent amendments, must be kept to avoid any future query on the terms and 
conditions agreed.  

- Absence details  – lateness, sickness, any other authorised, or unauthorised, absence e.g. 
annual leave, maternity/paternity/ dependents leave, compassionate/special leave/carers 
leave. 

- Details of any accidents  connected with work, including on the way to and from work.  
Certain accidents must be reported to relevant authorities for Health and Safety purposes 
(under RIDDOR), but it is recommended to record any level of accident requiring the 
administration of first aid. 

- Details of training/further education undertaken  with the organisation, whether internal or 
external.   

- Details of any disciplinary action (where the warning has not yet expired) 
- Details of termination  of employment 

 
6.2 Recommended sections of the personal file 

To facilitate the filing of this information, the personal file should be separated into the following 
sections: 
- Application Details 
- Terms and Conditions 
- Training and Development 
- Payroll/Absence records 
- Miscellaneous 

 
A checklist has also been designed for this purpose (Appendix 2). 
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6.3 New starters personal files 

On commencement of employment with the KCCG, Human Resources will create a new 
personal file for each new member of staff. The file will contain: 
 
- Personal File Checklist (Appendix 2) 
- Application Form for employment 
- Equal Opportunities Monitoring Form 
- Interview Feedback and other recruitment paperwork 
- Declaration Form 
- References (in a sealed envelope) 
- Occupational Health clearance 
- Proof of Identity documentation  
- Copies of Certificates (if collected at interview stage)  
- Offer Letter (Provisional and final) 
- Job description 
- Person Specification 
- KSF outline for post 
- Appointment form (Payroll) (for completion) 
- Copy of Appointment from after completion 
 
Please note: The Recruitment Department will send 2 copies of the contract of employment with 
the final offer letter and the new starter is requested to bring these copies with them on their first 
day for signing. One copy must then be retained on file. 
 
On release of the file, The Manager will record who the named authorised individuals are and to 
ensure that they hold the file securely (Appendix 4). 
 
Once the induction process and necessary documentation has been completed, the file should 
be stored appropriately in accordance with the guidance contained in this document. 

 
7. TYPES OF RECORDS AND INFORMATION  
 

All information and records held about individual members of staff are important and this 
information fits into 2 categories: 

 
7.1 Statutory Records 

These are records required under legislation (please see Appendix 1 for retention periods), 
these include:  

 
- Tax and National Insurance 
- It is advisable to keep records of individual hours worked to enable averaging over a period 

to meet the requirements of the Working Time Regulations 1998 
- Annual leave (re: Working Time Regulations 1998) 
- Pay, to ensure the requirements of the Minimum Wage Act 1998 are being met, and to meet 

the statutory requirement that members of staff are issued with pay statements 
- Paid sickness (more than four days) and Statutory Sick Pay 
- Accidents, injuries, diseases and dangerous occurrences.  The Health and Safety Executive 

(HSE) can advise organisations on particular requirements and necessary assessments, for 
instance the requirement that staff using computer equipment should have a workstation 
assessment, and that pregnant members of staff should have a risk assessment carried out. 

 
7.2 Organisational records 

In addition to the statutory requirements, the KCCG requires retention of other records 
including: 

 
- Recruitment and selection procedures and results 
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- A member of staff, having applied for a post, may question the outcome or 
process of the recruitment or selection. 

- Information may be requested about any disability in order to ensure that if any 
reasonable adjustments are required these provisions can be made 

 
- Induction 

- A simple record or checklist of the induction process should be kept.  This 
ensures that the new starter receives the appropriate information at the right 
time.  

 
- Training and career development for individuals 

- A progressive employment history record should be held for each member of 
staff, giving details of experience, skills, qualifications etc gained before and 
since joining the organisation, and will provide the basis for assessing the 
individuals training, promotion or transfer needs and suitability. Most of this 
information can be gained from the member of staff’s original application form.  

- Individual appraisal records should be held to identify performance levels and 
requirements for training support. 

 
- Sick pay/sick absence 

- Sick notes, self-certification, and return to work interview reports, any action 
taken under the KCCG’s Sickness absence procedure. 

 
- Other absence, lateness etc 

- By keeping individual records of absence (whether sickness or other) and 
lateness, the line manager and HR can monitor individual absence levels and be 
able to identify any issues arising and taking remedial action as required.  

 
- Discipline/performance issues, including dismissals, and grievances  

- Accurate records of disciplinary action are important.  They enable management 
to take a member of staff’s past record fully into account when deciding what 
action to take when any breach of rules has occurred, and they help 
management to apply disciplinary rules fairly and consistently.  Disciplinary 
records may also provide important evidence if a member of staff makes a claim 
to an employment tribunal that they have been unfairly or wrongfully dismissed. 

- Disciplinary action taken against a member of staff should be recorded and 
should be appropriately time-bound. 

- Disciplinary warnings should be destroyed after the  specific period stated 
at the time the warning was given (e.g. 12 months) subject to satisfactory 
conduct and performance (confidentially shredding i nformation 
appropriately). 

- Grievances – accurate information should be held. 
 
 
 
 

- Termination of employment 
- Any termination of employment, whatever the reason, should be properly 

documented.    Any employment tribunal would expect an organisation to hold 
some record of any termination – at the very least to show what monies have 
been paid (e.g. redundancy pay, notice pay, pay for any outstanding annual 
leave, pension entitlements etc).  Documentation about dismissal is essential to 
answer any question of unfair procedure or discrimination. 

- Requests for references should be kept, as subject to Data Protection Act 1998, 
ex-members of staff may ask for details. 

- HR will hold information from member of staff exit interviews as these can 
provide useful information, and analysis can help the KCCG to identify and 
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address problems of high turnover of staff, improve the effectiveness of 
recruitment and induction, equal opportunities issues and supervision 

 
- Equal opportunities issues (gender, race, age, disabilities) 

- All organisations should be free from discrimination in employment and the 
KCCG is committed to ensuring this.  Robust personal records help in this 
process by providing the information necessary both to monitor compliance with 
legislation and develop equal opportunity policies.  Existing and prospective 
members of staff can be asked to provide voluntary information on gender, ethnic 
origin and disability.  This provides information to monitor equality of 
selection/development.  Members of staff must be told why the information is 
sought and for what reason. 

 
8. SECURE STORAGE OF PERSONAL FILES  
 

In line with the Data Protection Act 1998, care must be taken over the access to personal files.  
The Act specifically looks at the concept of privacy of information, and extends and broadens 
the protection given to members of staff.   

 
The following areas should be given specific attention by managers: -  
 

8.1 Named authorised file holder  
Each department is required to have a named individual who will hold ultimate accountability for 
the storage, maintenance (ensuring information contained is relevant, accurate and up to date) 
and security of the personal file following its release from The Recruitment Department. 

 
When a personal file is issued to a manager, they will become the named individual who will be 
ultimately accountable for the personal file, unless this authority is subsequently delegated to 
another individual.  
 
The authorised file holder will be responsible for ensuring that the files are kept to the 
appropriate standards, ensuring that the files are kept secure and confidential at all times and 
for destroying out of date information i.e. expired disciplinary warnings. 
 
The authorised file holder will be responsible for making sure that information is only held in one 
file and that dummy files are not kept elsewhere. 
 
Under the Data Protection Act employees are entitled to request details of all files held on them. 
 
This individual is also responsible for ensuring that the personal file on the member of staff’s exit 
from the KCCG, is confidentially archived (see Section 9.0). 
 

8.2 Access to personal files 
It is imperative that information about individuals must never be passed to those with no 
legitimate interest.  Files must only be made accessible to authorised persons. Should a file be 
inappropriately accessed, the individual concerned and the authorised file holder may face 
disciplinary action. 

 
8.3 Security 

All personal files must be kept safely and securely and any storage must be lockable to prevent 
misuse or inappropriate access to information.  The storage facility must be kept locked at all 
times. 

 
8.4 Tracking of files 

To ensure personal files are not duplicated or inappropriately misplaced, they must be signed in 
and out of lockable storage units, using the log sheet provided (see Appendix 3). 
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9.0 LEAVERS 
 

When a member of staff leaves the organisation, in line with the attached recommended 
retention periods, personal files should be retained for a minimum of 6 years. The files must 
continue to be kept in a confidential and secure place for confidential archiving. 

 
10.0 INTERNAL AND EXTERNAL MOVEMENT OF STAFF 
 
10.1 Internal movement of staff 

Where members of staff move between departments and have a change of line manager as a 
result, their personal file will also need to transfer. The file should be personally signed out to 
the new line manager and full responsibility for the file will be delegated at this point. 

 
10.2 External movement 

Where a member of staff leaves the organisation, as stated above, their personal file should 
be archived, unless the move is as a result of a TUPE transfer. Here the contract of 
employment is transferred to the new employer and hence the personal file must also transfer. 
The file should be passed to the Human Resources Department, who will take responsibility 
for ensuring the confidential transfer of the file. 
 

11.0 MEMBER OF STAFF ACCESS TO PERSONAL FILES 
 

Under the Data Protection Act 1998, individuals have a legal right to view any information which 
is held on them, including personal files. The process, under legislation, is that the member of 
staff must put in writing their request to view their personal file and permission given within 40 
days.  
 
However, where the file contains personal opinion in respect of the member of staff i.e. 
references or performance issues, permission must be gained by the author of the opinion, prior 
to viewing. Where permission to see this personal opinion is not given, the individual must take 
their claim to the Information Commissioner’s Office (UK independent supervisory authority 
reporting directly to the UK Parliament). Managers should contact Human Resources for advice. 
 
Where the request to view a file has been granted, viewing of the file must be supervised by the 
manager to ensure information is not removed or inappropriately changed. 
 
Photocopies may be taken for which a charge may be made. 
 
With the provisions under the Data Protection Act for members of staff to view their personal 
files, managers should ensure that the file contains relevant and up to date information and that 
files are audited periodically to ensure this. 
 
 

12.0 AUDIT 
 
In order to ensure compliance with Data Protection Act and these guidelines, Human Resources 
will be responsible for undertaking audits periodically in each Directorate.  
 

13.0 CONCLUSION 
 

The responsibility, for the security of a member of staff’s personal file, is devolved to line 
managers on the receipt of the file. Managers must ensure that no unauthorised individual can 
gain access to the files and that they are retained and maintained appropriately. Any specific 
queries can be directed to the Human Resources Department. 

 
14.0 TRAINING 
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There are no anticipated training requirements 

 
15.0 MONITORING AND REVIEW MECHANISM 
 

Human Resources will ensure that updates are made to the guidance notes following receipt of 
new legislation or best practice. 

 
16.0 FINANCIAL IMPLICATIONS 
 

There are no on-going financial implications. 
 
17.0 REFERENCES 
 

Data Protection Act (amended) 1998 
Data Protection Act 1984 
Freedom of Information Act 2000 
Human Rights Act 1998 
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APPENDIX 1 
RETENTION PERIODS FOR INFORMATION 

 
 
STATUTORY RETENTION PERIODS 
 

RECORD STATUTORY RETENTION 
PERIOD 

STATUTORY AUTHORITY 

Accident Books, reports 3 years after the date of the 
last entry (see below accidents 
involving chemicals or 
asbestos) 

The Reporting of Injuries, 
Diseases and Dangerous 
Occurrences Regulations 1995 
(RIDDOR) (SI 1995/3163) 

Statutory Maternity Pay 
records, calculations, 
certificates (Mat B1s) or other 
medical evidence 

3 years after the end of the tax 
year in which the maternity 
periods ends 

The Statutory Maternity Pay 
(General) Regulations 1986 (SI 
1986/1960) 

Statutory Sick Pay records, 
calculations, certificates, self-
certificates 

3 years after the end of the tax 
year to which they relate 

The Statutory Sick Pay (General) 
Regulations 1982 (SI 1982/894) 

Wage/salary records (also 
overtime, bonuses, expenses) 

6 years  Taxes Management Act 1970 

 
 
 
RECOMMENDED RETENTION PERIODS  
(i.e. where no statutory retention period exists) 
 

RECORD RECOMMENDED RETENTION PERIOD 
Application forms and interview notes (for 
unsuccessful candidates). (For recruited staff, 
these should be kept in their file indefinitely.) 

1 year 

Parental leave 5 years from birth/adoption of the child or 18 years 
if the child receives a disability allowance 

Personal files and training records (including 
live disciplinary records and working time 
records) 

6 years after employment ceases 

Redundancy details, calculations, payments, 
refunds, notification to the Secretary of State  

6 years from the date of redundancy  

Time recording records 
(i.e annual leave cards) 

2 years after audit  
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APPENDIX 2  
PERSONAL FILES CHECKLIST 

 

CONTENT 
TICK (√) 

(If checked 
and present) 

DATE 
CHECKED 

SIGNATURE 
(Person checking 

details) 

APPLICATION DETAILS  (must be present prior to commencement)  

Application Form    

Equal Opportunities Monitoring Form    

Interview Feedback and other recruitment 
paperwork 

   

Declaration Form    

References (in sealed envelope)     

Occupational Health Clearance    

Proof of Identity documentation (Copies of 
payment, Driving Licence, Birth Certificate)  

   

Copies of Certificates (particularly relating to th e 
essential qualifications for the post) 

   

Offer Letters (Provisional and Final)    

TERMS AND CONDITIONS 

Contract of Employment (signed)    

Job description    

Person Specification    

TRAINING AND DEVELOPMENT  

KSF outline for post    

Individual Performance Review Records     

Learning and Development/Training Records    

PAYROLL/ABSENCE RECORDS    

Starter form, amendment forms, termination forms    

Sickness Absence records/letters    

Annual Leave Records    

Family Leave Records (maternity, paternity, carers 
leave, special leave) 

   

MISCELLANEOUS    

Grievance/Disciplinary Records    

Other Correspondence     
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APPENDIX 3 
 

CONTROL SHEET FOR BOOKING OUT AND SIGNING IN PERSON AL FILES 

 
Care must be taken over access to personal records, in line with the Data Protection Act 1998.   
 
It is imperative that information about individuals must never be passed to those with no legitimate 
interest, and the information held on any individual must be relevant and accurate.   
 
Individuals have the right of access to personal files relating to them however a request to do this 
must be put in writing by the member of staff addressed directly to their line manager before access is 
given.   
 
Once access is agreed this process must be supervised by the manager to ensure information is not 
removed or inappropriately changed. 
 
All personal records and files must be kept safely and securely in a lockable storage area.   
 
The authorised file holder will be accountable for maintaining personal files, and keeping them up to 
date and accurate.   
 
If access to files is required by another member of management, agreement must be sought from the 
authorised file holder, and the files should be booked out using the recording system to keep track of 
their location and then signed back in to storage after use.   
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PERSONAL FILE LOG SHEET 
 
STAFF FILE NAME,  DATE & 

TIME OF 
ISSUE 

SIGNATURES  
Person issuing file 
and person receiving 
file  

DATE & TIME OF 
RETURN 

SIGNATURES 
Person returning file and person 
receiving file 
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APPENDIX 4 
PERSONAL FILES - AUTHORISED ACCESS USER NAME 

 
HR MASTER CONTACT LIST FOR OWNERSHIP OF PERSONAL FILES 

 
DIRECTORATE NAME  

 
 

PRIMARY CONTACT NAME   
 
 

JOB TITLE   
 
 

CONTACT DETAILS   
Working location 
Email address 
Telephone number 
Extension number 
 

 

STAFF FILE NAMES 
OWNED/RESPONSIBLE FOR 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


